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Using Mining Techniques to Discover
Fraudulent Bidders in Online Auction

Chui-CHeng CHEN'

ABSTRACT

The online auction is one of the most popular transaction ways in the business models of electronic
commerce. Although online auction may provide participants more shopping enjoyment than traditional way, it
may introduce potential risk in the transaction process. How to avoid the opportunity of fraud that allows
bidders to manipulate the price of merchandise intentionally is an important issue in auction fraud. In this
paper, bidders’ transaction data are used as the source of mining, and each transaction data contains a bidder’s
transaction history and detail information. Two mining methods are presented for discovering the fraudulent
bidders. The first task is to develop a mining method that contains two steps to find fraudulent bidders in
transaction data. The second task is to treat one item as the target of mining, and to develop a mining method
that contains two steps to find the fraudulent bidders for the item. Finally, we design and construct a detecting
system to find the fraudulent bidders according to the above methods. The results of the mining can provide
effective and useful mechanism to detect and avoid the price of merchandise to be manipulated intentionally.

Keywords: data mining, online auction, fraudulent bidders
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